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1
Decision/action requested

It is proposed to approve this KI to TR 33.857
2
References

[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
3
Rationale

The architectural study documented in 3GPP TR 23.700-07 [1] contains a key issue (KI#4) related to onboarding and remote provisioning of credentials. It is split up into two parts, the actual onboarding for the UE to obtain connectivity and for the UE to obtain NPN credentials from the Provisioning Server. It is left to SA3 to decide on what Default Credentials needs to be available on the UE to securely provide onboarding and provisioning features. The Key Issue proposed in the present document deals with the onboarding process and leaves the provisioning for another separate KI. 

4
Detailed proposal

***** Start of Change *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[XX]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

***** Next Change *****
3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

5
Key Issues

5.X
Key Issue #X Initial Access

5.X.1
Key Issue Details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [XX]. 

The objective of Key Issue #4 in TR 23.700-07 [XX] is twofold, UE onboarding and then remote provisioning of non USIM credentials. This Key Issue aims at treating the security implications related to the onboarding part. 

3GPP TR 23.700-07[XX] contains numerous solutions related to onboarding and provisioning, both for control plane and user plane. In common for all solutions regardless of control or user plane is that there needs to be a secure trust between the Onboarding Network, Default Credential Server, Provisioning Server and UE. To achieve trust the UE needs Default UE credentials. In addition, the UE needs 3GPP access to access the Provisioning Server. 

This key issue applies to initial access for provisioning of SNPN and PNi-NPN credentials. 

Solutions to this key issue need to describe how to provide secure connectivity to the Provisioning Server for the UE. 
5.X.2
Security Threats

A weak trust model between the Onboarding Network, Default Credential Server, Provisioning Server and UE may lead to misuse of 5GS resources and incorrect provisioning. 

5.X.3
Potential Security Requirements

The 5GS shall provide secure initial connectivity to the UE for provisioning. 
***** End of Change *****

